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Response to Amendment 

This Office Action is in response to a communication made on November 1, 

2005. 

Claims 1-6 are currently amended. 
Claims 1-6 are pending in this application. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Reiche (6092196) in view of Rode (6970904). 

Regarding claims 1, 3, and 5, Reiche teaches a method for controlling user x 
access to distributed resources on a data communications network (Column 8, lines 9 - 
13), the method comprising: 

receiving a resource request, said resource request including a rights key 
credential (Column 9, lines 38-42), said rights key credential comprising: 

at least one key to provide access to a resource on said data communications 
network (Column 9, lines 3 - 5); and a resource identifier (Column 9, lines 45 - 46), said 
resource identifier comprising a resource server peer group ID and a user ID (Column 8, 
lines 65 - 66), said resource server peer group ID identifying a resource server peer 
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group (Column 10, lines 50 - 63), said resource server peer group comprising at least 
one server that maintains a mapping between a user ID and said at least one key 
(Column 8, line 64 - Column 9, line 6; Column 10, lines 39 - 49); and 

providing access to said resource using said at least one key (Column 9, lines 63 

-66). 

Reiche does not explicitly indicate that the user ID is a randomized user ID . 

Rode teaches a system for controlling access to system resources (Abstract) that 
includes a unique identifier for the user as taught in Reiche, but further teaches that the 
identifier can be a uniformly chosen random number (Column 2, lines 45 - 54). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to use Rode's teaching of choosing a random number for the 
unique identifier in order to allow an identifier be chosen without contain any personal 
information about the user, allowing the system to keep the user anonymous. 

Regarding claims 2, 4, and 6, Reiche teaches a method for controlling user 
access to distributed resources on a data communications network (Column 8, lines 9 - 
13), the method comprising: receiving a resource request, said resource request 
including a rights key credential (Column 9, lines 38 - 42), said rights key credential 
comprising: at least one key to provide access to a resource on said data 
communications network (Column 9, lines 3-5) each of said at least one resource 
stored on a separate secure device (Figure 1, elements 120 and 150); and a resource 
identifier (Column 9, lines 45 - 46), said resource identifier comprising a resource 
server peer group ID and a user ID (Column 8, lines 65 - 66), said resource server peer 
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group ID identifying a resource server peer group (Column 10, lines 50-63), said 
resource server peer group comprising at least one server that maintains a mapping 
between a user ID and said at least one key (Column 10, lines 39-49); and providing 
access to said resource using said at least one key (Column 9, lines 63 - 66). 

Reiche does not explicitly indicate that the user ID is a randomized user ID . 

Rode teaches a system for controlling access to system resources (Abstract) that 
includes a unique identifier for the user as taught in Reiche, but further teaches that the 
identifier can be a uniformly chosen random number (Column 2, lines 45 - 54). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to use Rode's teaching of choosing a random number for the 
unique identifier in order to allow an identifier be chosen without contain any personal 
information about the user, allowing the system to keep the user anonymous. 

Prior Art 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U. S. Patent No. 6088451 issued to He, because it discloses an access control 
system featuring key mapping to user information. 

U. S. Patent No. 6483596 issued to Rosenow, because it discloses an 
authorization system using user identifier and encryption keys, which includes 
authorization mapping. 

Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kevin Bates whose telephone number is (571 ) 272- 
3980. The examiner can normally be reached on 8 am - 4:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Saleh Najjar can be reached on (571 ) 272-4006. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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